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1
Decision/action requested

SA3 is kindly requested to approve minor additions/modifications in draft 33.529 v0.3.0 Security Assurance Specification for SMSF
2
References
[1]
3GPP TS 33.529 “Security Assurance Specification (SCAS) for the Short Message Service Function (SMSF)  network product class” v0.3.0

3
Rationale

This contribution proposes to remove some editor’s notes and minor additions/modifications in the TS draft [1] for providing clarification in some clauses.

4
Detailed proposal

*************** Start of the 1st Change ****************

4
SMSF-specific security requirements and related test cases


4.1
Introduction
SMSF specific security requirements include both requirements derived from SMSF-specific security functional requirements in relevant specifications as well as security requirements introduced in the present document derived for the assets specific to SMSF as described in TR 33.926 [4]. 
*************** End of the 1st Change ****************

*************** Start of the 2nd Change ****************
4.3
SMSF-specific adaptations of hardening requirements and related test cases


4.3.1
Introduction
There are no SMSF specific additions to clause 4.3.1 of TS 33.117 [2].
4.3.2
Technical Baseline
There are no SMSF specific additions to clause 4.3.2 of TS 33.117 [2].
4.3.3
Operating Systems
There are no SMSF-specific additions to clause 4.3.3 of TS 33.117 [2].
4.3.4
Web Servers

There are no SMSF-specific additions to clause 4.3.4 of TS 33.117 [2].
*************** End of the 2nd Change ****************

*************** Start of the 3rd Change ****************

4.4
SMSF-specific adaptations of basic vulnerability testing requirements and related test cases


4.4.1 
Introduction
There are no SMSF specific additions to clause 4.4.1 of TS 33.117 [2].
4.4.2 
Port Scanning
There are no SMSF-specific additions to clause 4.4.2 of TS 33.117 [2].
4.4.3 
Vulnerability scanning
There are no SMSF-specific additions to clause 4.4.3 of TS 33.117 [2].
4.4.4 
Robustness and fuzz testing

The test cases under clause 4.4.4 of TS 33.117 [2] are applicable to SMSF.

The interface defined for the SMSF are in 4.2.3 of TS 23.501 [6].

According to clause 4.4.4 of TS 33.117 [2], the transport protocols available on the interfaces providing IP-based protocols need to be robustness tested. Following TCP/IP layer model and considering all the protocols over transport layer, the following interface and protocols, if supported by the SMSF network product classes in implementation, are in the scope of the testing for SMSF:

-
For Nsmsf [7]: the TCP, HTTP2 and JSON protocols.

-
For SGd [8]: the TCP/SCTP, Diameter Base and  SGd Diameter Application protocol

-
For SS7 [9]: SCTP, M3UA, SCCP, TCAP, Mobile Application Part (MAP) protocol

NOTE: There could be other interfaces and/or protocols requiring testing under clause 4.4.4 of TS 33.117 [2]
*************** End of the 3rd Change ****************

